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Abstract—Wireless sensor network (WSN) is built of hosts
called sensors which can sense a phenomenon such as motion,
temperature, and humidity. Sensors represent what they sense
in data format. Providing an efficient end-to-end privacy
solution would be a challenging task due to the open nature of
the WSN. The key schemes needed for end-to-end location
privacy are anonymity, observability, capture likelihood and
safety period. On top of that, having temporal privacy is
crucial to attain. We extend this work to provide a solution
against global adversaries. We present a network model that is
protected against passive/active and local/multi-local/global
attacks. This work provides a solution for temporal privacy to
attain end-to-end anonymity and location privacy.
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L INTRODUCTION AND PROBLEM STATEMENT:

In this work, we shall focus on providing temporal
privacy which is very curtail to providing source and sink
location privacy. There are generally two ways to locate a
sensor using passive attacks: traffic analysis [1] and packet
tracing [2, 3]. The traffic analysis can determine location
by analyzing the traffic. Packet tracing can be used to find
the source location since adversaries may use radio-
frequency localization techniques to perform a hob-by-hop
trace. The adversary can move rapidly during packet trace.
It could be used to trace mobile nodes due to its prompt
response compared to traffic analysis [2, 4-6]. The rest of
this paper is organized as follows: In section 2, we give
some background and we explain our system, network,
threat and traffic models. In section 3, we will explain
suggested solution with a detailed analysis. In section 4, we
will give some conclusion.

II. BACKGROUND AND SYSTEM, NETWORK, THREAT
AND TRAFFIC MODELS

In this work, we assume bi-directional links where two
nodes are considered neighbors if they can overhear one
another [7].The WSN considers one sink which aggregates
sensed data (stimuli) from all the sensor nodes. The sink
works as an interface for WSN to the backbone network

[8]. Data packets generated by SNs are ultimately sent
uplink to the sink and never destined to another sensor.
However, it would go through a multi-hop path. To enhance
sink privacy, the sink acts like any other sensor in the
network when it communicates with other sensors to make
sure the sink is indistinguishable. All sensors are time
synchronized [8]. The WSN will need a protocol for
topology discovery that allows the sink to view the network
global topology without revealing the location of the sink
[7]. The adversary has very strong capabilities such as
having sufficient energy supply, computation capabilities,
and unlimited storage memory. An adversary could run
both passive and active attacks. We adopts the Kirchhoff’s
Principle, where the adversary knows the system’s
protocols and behavior but not the keys and the IDs. The
solution will be able to handle both passive and active
attacks where we presume only few compromised nodes
could coexist at one time due to the protection of intrusion
detection system (IDS), able to detect compromised sensor
nodes. We account for worst case global adversary, which
can monitor the traffic of the entire network and can
determine the node responsible for the initial transmission.
We also assume that the adversary is capable of observing
transmissions over spread periods of time. It is, however,
not able to break the encryption algorithms or the hash
functions. We presume abundant traffic model where
sensors detect and transmit lots of packets.

WSN could suffer from time correlation attacks [1, 2, 9,
10] by observing the time between correlative packets sent
and received in a certain neighborhood. Accordingly,
hiding timing of the source is crucial for the anonymity and
location privacy. Facilitating routing schemes to protect
against time correlation is proven to be efficient to certain
extent where local adversary usually has limited mobility
and partial view of the traffic. However, routing based
schemes do not work for global adversary where the traffic
of the whole network can be easily observed with a full
spatial coverage. Additionally, the adversaries could
collude together to promptly detect the timing of the event
[11, 12]. In summary, temporal privacy could be achieved



by delay which is only useful against local adversary. It will
not suffice handle a global adversary. To handle global
adversary, some schemes suggest issuing some dummy or
fake messages while transmitting real messages to divert
the adversary from detecting the source. This could work
for local adversary but it will not work for global adversary.
The cumbersome issue is the arrival of the real event-driven
messages are not deterministic. The distribution of events
could change which would be a reason for the adversary to
detect the event and thereafter the source initiating the
event. An adversary with reasonable statistical analysis
engine can easily detect the norm of messages distribution
[11]. This could be solved by delaying the transmission of
the real message according to a mechanism which
maintains fixed message distribution in the whole network.
This approach, however, might not be suitable for time
sensitive networks. Some literature clearly differentiates
between two things: event and interval of the transmission.
If every interval has one transmission, then event and
interval are identical. However, this might not be the
situation with multiple transmissions during one interval.
So, the anonymity degree depends on the adversary’s
ability to distinguish between real and fake transmissions.
This means, given multiple transmissions by a sensor, the
adversary should be unable to distinguish, with significant
confidence, between transmissions carry real data and
transmissions carry fake data. Alomair et al. [11] suggested
that indistinguishability is not enough. They claim that
indistinguishability is achieved when adversary monitoring
the network over multiple time intervals, in which some
intervals contain real event transmissions and others do not,
is unable to ascertain, with high confidence, which of the
intervals contain the real data and vice versa. If intervals
are indistinguishable, the individual transmissions within
the interval should also be indistinguishable. We would
need a mechanism to quantify anonymity. Let’s presume y
donates one adversary strategy for breaching the anonymity
of a system among other strategies. Let’s presume P, is the
probability that the adversary succeeds using the strategy
(). The anonymity 4 as defined in [11] with the existence
of a strategy i is presented in expression below:

Ay:=1-P,where 0<P<1 (1)

If X represents all possible strategies for the adversary to
infract the anonymity of the WSN, then we can calculate
the accumulated anonymity as:

A:=min(A,), where y € 2

It is very essential to increase anonymity for every sensor
in the network especially with the presence of multi-local or
global adversaries. Presence of colluding adversaries could
cause the anonymity to drop exponentially [11]. For

example, a moving Panda from point “a”, to “b”, to “c”,
and then “d” where each location has a sensor to report the
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Panda’s location, if the anonymity of each sensor is 4=0.8,
then the anonymity at node “b” is 4=.8°=0.64 and at point
“d”is 4=.8"=0.41.

III.  SOLUTION FOR TEMPORAL ATTACKS USING DELAY
AND FAKE MESSAGES

Some WSNs could have a single local adversary with a
limited view of the traffic. Sensor node sends an event-
driven message when the event is detected at the location of
the sensor. The adversary can trace back the message to the
source sensor or forward to the sink. Having few other
transmissions in the network within the range of the
adversary confuses it and prevents the adversary from
having deterministic path to follow. In this work, we
presume the lifetime of the network 2 is divided into a
number of discrete intervals [ and each interval time is @,
where:

Q=Lay 3

The sensors will send either a real or a fake message
during one interval. The message is sent at the end of each
interval or it is adjusted to be sent during the interval to
create some variable delays throughout the routing of the
message to the sink. This would obscure the adversary more
and would prevent it from learning useful information about
the network based on temporal correlation. A sensor which
has sensed data or received real data from another sensor,
will send the real message M, through a hop-by-hop path to
the sink, and some selected nodes will send fake messages
M; during the same time to confuse the adversary. M, and
M; are sent at the end of the interval /. The withhold time
(ty) expressed as in below:

T, = o -t, where: tp<t, <t,< 4)

Where: t, is the beginning of the interval I, t, is the
arrival time, ty < t,. Ideally, the message will be sent
immediately after it is sensed or received which makes T,
= 0. Theoretically, t,, could be a value: 0 < 1, < as
exhibited in Figure 1.

Sensors with no real messages need to send fake
messages deterministically during the interval 7;, in the best
case for anonymity and the worst case or energy
conservation. Fake messages are usually sent
probabilistically according to some protocol. Having
deterministic or highly probabilistic fake message
transmissions will reduce the lifetime of the network in
favor of privacy. Doing the reverse will jeopardize the
privacy of the sensor nodes. Having variable message
withholding time 7, is useful for privacy and for reducing
the average network delay. The delivery time 7; for a
message presuming that the message is always sent at the
end of the interval /; is:

Ta = Tw + Tirans + Tproc (5)



Where: 14 is delivery time, Tyy 1S transmission time, Tproc
is processing time.

We presume Ty, 1S much smaller than Ty, If the
message needs to go through U hops, and if we assume that
the transmission only happens at the end of the Interval 7,
the total delivery time (#l-,,,) can be calculated according
to the expression below:

— U
Td—total = Zu:lTwu + Teransy (6)
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Figure 1: Total delay for a transmitted message.

Transmitting messages at the end of the interval, will
increase the delay of the delivery presuming that every 7,
is equal. Thus, optimizing 7., iS a function of 7,
according to the expression below:

Ta—totar = f(Tw) = Zg=1 Twy @)
A. Security analysis:

For the best case for anonymity, the adversary sees every
sensor node sending a message at a fixed data rate at any
one time. It also cannot distinguish any message from the
rest of the messages in the network due to the
implementation of ID anonymity solution. If we have N
nodes in the WSN, the probability that one adversary can
locate the sending node or the BS equals to:

1
One of the methods to quantify for the degree of

anonymity is calculating the rational entropy as expressed
below:

EN(X) = = XiL4[P; X log; P}] (€))
The maximum entropy is when the adversary believes

every sensor node has the same probability to be the
transmitter (uniform distribution):

ENpax = — Zflzl[% X log, %] = log, N(Error! Bookmark not defi
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WhereY ™, P, = 1, P; is the probability that the sensor
node is the transmitting node. To calculate the degree of
anonymity (4):

ENmax—EN(X) _ EN(X)

ENmax ENmax

A=1-

(Error! Bookmark not defined.)

If all the nodes would send messages at every interval
then the anonymity:

A= ENX) _ log;N
T ENpax  logaN

1 (Error! Bookmark not defined.)

However, it is not realistic to have transmissions by all N
in one time. If we presume the minimum number of
transmissions per one interval (N,;) and the average
transmissions per one interval (V,), then anonymity ranges:

logz Nppin _ logz N
A=>282"min 08270 -9 (Error! Bookmark not defined.)
logz N logz N

With the presence of global adversary the anonymity will
range 0 > A >1 depending on the number of node
transmitting (N,) at one interval time as exhibited in Figure
2. However, local adversary can detect transmission within
its range, let’s say 50 nodes density. If the transmissions
within the adversary range is more than 50 transmissions,
then it would not contribute to the anonymity against that
particular adversary. The fake messages transmission could
be reduced to have all the transmissions (real and fake)
equals to 50.

e
@0

il
o

2
~

o
>

0
Y

Degree of anonymity {A).
o

o
w

02

| L B B [ ——n=2000]|
—— N=150
—— N=100
ol i i i : i
20 40 80 80 100 120 140 160 180 200

Total nodes transmitting (Nt <= N}.

Figure 2: Degree of anonymity (A).
B. Delivery time:

Message follows hop-by-hop path until it gets to the BS
as exhibited in Figure 3. In this scheme, the message waits

until the end of the interval and before it’s sent out. The
delay will be calculated according to expression below:

ned.)



Ta—total = Tw, T (HC-1)*xw; + Ttransy, (10)

It axiomatic that most delay accumulates from holding
the message until the end of the interval periods.

C. Energy cost:

In our work, we will assume a simple energy dissipation
model. The radio dissipates [ nJ/bit for both transmission
and reception by the sensors circuitry. And it consumes [
nJ/bit/m* for the transmitter amplifier to achieve an
acceptable signal to noise ratio. So, to transmit & bits for
distance, the total transmission energy dissipation will be:

Eqans = kK* +k* r?2+e (Error! Bookmark not defined.)

And the receiver would consume for reception of k-bit
message:

Ereceiv = kK *

t, t t t t

L] (o] [of [af

Tdelay — Two T 28 =10 &y 55 s

Figure 3: Total delay required to send a message from source to the BS
through U hopes.

Presuming that every node would send one message at
the end of each interval, the message could be either real or
fake. If we have N nodes in the WSN, then we expect N
messages during each interval /. The energy spent for
transmission or reception is almost constant per a message
since we have fixed size messages to prevent size
correlation attacks. If we have p percent of the nodes issue
or forward real data at each interval, then /-p percent of the
energy and the bandwidth is wasted. We can adjust the
amount of energy consumed by increasing the interval time
period ; However, increasing oy, would increase the
delay.

A SN could generate new message and forward received
messages during one interval time. If it receives multiple
messages, then it will gueue the messages for transmission.
Because the SN needs to wait till the end of the interval 7, it
could arrange the messages in a queue and send them
randomly at the end of interval. This approach is energy-
expensive due to sending fake/real messages by every node
per each interval of time. The consumption of transmitting
fake messages is a double fold since the transmitter will
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(Error! Bookmark not defined.)

consume E,.,s for every message and all the neighbors n
will consume (n * Eypqs ). When the transmission range
increases, n increases. The total energy consumed in the
network to send real messages in one interval [13]:

ER=(@=*N)(k*x +kxr2+g)+ (pxN=*n)(k* ) (Error! Bookma

The total energy consumed in the network to send fake
messages in one interval:
Ep=(0—-p)*Nx(k*x +k*r?xg)+(1—p)*N=*n=x

(k*) (Error! Bookmark not defined.)

Energy transmission efficiency ETE can be calculated as:

Er
ER+Ef

ETE =

To optimize for energy consumption, we need to reduce
n and increase p. The number of neighbors usually is a
function of the transmission rage where increasing the
transmission range would make the message reaches out to
more neighboring sensors. The sensor needs to read the
message anyways to be able to distinguish between real and
fake messages. On the other hand, p is not predictable in
most of the applications such as monitoring and tracking
since it is event-driven. Unless we have a known
distribution for the events, in advance, we cannot optimize
for it. Figure 4 exhibits three networks where the minimum
number of nodes required to transmit is 30%, 40% and 60%
consecutively. If the minimum required transmissions
achieved by the real messages then there is no need to send
fake messages. Figure exhibits a network consists of 200
sensor nodes, the average number of neighbors is 10
sensors, and the range of transmission is 3m, the size of the
message is 1000 byes, the sensor consumes 50 nJ/bit for
both reception and transmission and 100 pJ/bit/m2. The
network is required to have 60% of nodes send messages at
each interval where the messages are a combination of fake
and real messages.

Energy transmission efficiency (ETE).

- 60% sensors transmitting |

—— 40% sensors transmitting
— 30% sensors tr itti

0.1 02 03 04 05 06 07 038 09 1
Percentage of sensors sending real meaages (p)

Figure 4: Energy transmission efficiency.

D. Handling rate attack:
One issue that WSN with one sink could endure is having

(Error! Bookmark not defined.)



higher transmission rate nearby the sink where messages
ultimately need to reach out to sink as terminal destination.
Figure 6 exhibits the issue. This would endanger the
location privacy of the sink. The network is required to
maintain similar average rate among all the sensors. This
could be accomplished by increasing the volume of fake
messages transmitted by lesser busy nodes which means
increasing the bandwidth wusage and the power
consumption. In contrast, we need also to reduce the
volume of fake messages sent by busy nodes. The latter is
achieved automatically since the sensors don’t send fake
messages when they have real messages. However, this
could be better tuned for average busy nodes as well.
Having balanced rate in the WSN could help to maintain
balanced lifetime for the nodes in the network. If all the
sensor nodes initially are heterogeneous in terms of energy,
this would mean that busy nodes would deplete sooner.
This scenario could create an empty coverage area or a
buffer zone between the sink and the peripheral sensors.
This makes it a double fold problem. The first approach is
to select a suitable location for the sink in the network map.
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Figure 5: The relationship between entropy and ETE.

Most of the literature shows a side location for the sink. It is
maybe due to the fact that it is more suitable for the
applications in hand where it is connected to the backbone
network in an approachable area and sensors are unattended
at out of reach areas. The density of nodes closer to the sink
should be higher. We could have multiple density areas
around the sink where the density is reduced as it gets
distant from the sink. If the storage of the sensor is not big
enough, which is not expected with increasing storage
technology in the sensors, the sensor does not need to
include all the neighbors in the tables. The WSN will be
divided into two areas, near (4., and far (4;,). The WSN
will set transmission average rate (ATR) thresholds, D,
and D,,,. Sensors in A,,., will be loaded with D,,,, where
the sensors need to queue messages to maintain the
threshold. On the other hand, sensors in Ay, will be loaded
with D,,;, to maintain the lower threshold by sending more
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fake messages as needed.

IV. CONCLUSIONS AND FUTURE WORK

We have provided a solution for temporal attacks which
is very important for location privacy. Most of the previous
work assumed local adversary view and passive attack
model. This work addressed local and global adversary
network view. To provide temporal privacy, the global
adversary needs to see a maze of transmissions happening
all over the network. Fake messages were introduced.
However, using fake messages needs to be adjusted to
manage the energy consumption.
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Figure 6: Higher transmission rate next to the sink. The figure exhibits
about 20 transmissions nearby the sink and only 9 transmissions at a

middle distant sensor.
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